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All other brand or product names are trademarks or registered trademarks of their respective

companies or organizations.
Within this document, the names ANSA and Autonomic Software will be interchanged freely.

Page3 of 165

and



ANSA I nstallati on

ANSA TABLE OF CONTENTS

CHAPTER 1: OVERVIEW ...coooiiiiiiiiiei ettt eees s 7
The MechaniCO®f ANSA . ...t e e e e e e e e e e e e e e e s 8
SSL Certificates and Encryption for ANSA........ooooiiiiiiie e 9

CHAPTER 2: INSTALLAT TON ...ttt e e e e e e s e e e e e e e e 12
Prelnstall INfOrmation............ooooo oo e 13
Installation REQUIFEMENTS..........ooviiiiiiiiiimmr e e erer e e e e e e e e aaes 13

Software REQUIFEMENLS.........coiiiiiiiiiiie e 13
Hardware REeQUIFEMENTS...........uuuiueiiiis it s s e e e e e e s smeesss s e s e e e e e e e aaeeeeens 14
Creating Additional CoNtrollers...........oooiiiiiiiiiiiieee e 26
ANSA Administration Navigation..............cccouiiiiiiiieemie e mmme e 28
GlOSSArY Of TEIMNS.....coi it ee st eeeea bbb e e e e e e e e e eens 29

CHAPTER 3: ADMINISTR ATION L...oiiiiiiiiiiiiiiiieeeeeceesicsreereeeeeee e e e e e e e e e smmeaaea s 30

GettiNG STAMEU......uuiiiiiiiiiieiee e 31
1o T 11 o T 1 ST 31
Editing a Controller Name and DescCription..............oooiiiimmne e 33
CONLIOlEr MENU BAT........uiiiiiiiiiiiiiiiiii ettt e e e e e e 34
Commands Pull DOWN MENLL...........uuuuuuuuniimeeeeeeeitnnnnss e e e e e s emensennan e eeeas 35

NEIWOIK SCAINL.....ceiiiiiiiiiiiitetieres e e e e aeet b r e e e e e e e eaeeeeaesammmeeaeeaeeeeas 36
RUNNINg & NetWOrk SCaN..........coooiiiiiiiiicee e 36
ACHIVE DIrECIONY SCAN.....ccce e e e e e e e e e e 38

AGENt DEPIOYMENL ..ot e 40
REMOLE DEPIOY.....uuieeei it 41
UPAALE AQENL ...ttt e e e e et e e e e et e e e e e e e e e e e e s s e eaeee s 42
UNINSEAll AQENL.....eeiii e ennnees 44

LCT (01 TP 45
Viewing Controller GrOUPS.........uuuuiiieee e e ceeeceee e e e e e e e e e e e e eeees e s e e e e e e aaaaaeend 45
AdAING AGENT GIOUPS. ....uuuuiiiiiiiiiiiiiieeeieeeteeee e e e et e e e e e e e e e e e e s s smr e e e e e e e e e e e e e 46
(D=1 =Y i o T ] 01U o L3PPSO 56
Alternate GroUPS VIEW ... ..cooiiiiiiiiiiiiittieeee sttt eeees e e e e e e e e eaeeeeas 58

=T 010 11 T P PPUORPRPRRRN 60
Custom Repoimig DetailS.........ooeeiiiiiiiiiiieee e 60
PrOCESSOr SPEEM......iviiiiii ettt eeee e e e e e e 60
=T 0 00 PSP 61
LOGICAI DIIVE.....eiieiiieie et eeme e smmme e nnnneed 61
1Y [=T 4 To] 2 @4 o = ¢ SO PP PP PP PP PP PR PPRRRY 62
Create REPOIL. ... i et e et e e annnreaan 63
Create REPOM SEIVICES . ... ...ttt ettt a e e 63
Create Repoiit LICENSed UNItS........covviiiiiiiiiiiiii s ceeeis et s e 64
Create Repoiit Client AMIDULES..........vvveiiiiiie e veeer 64
Create Repoiit Client AttributesS RePOIL.........cvviiiiiiiiiiiieeiie e 65
OPErating SYSIEMIS ...ttt ieeer bbbt eeeeer bbb e e e e e e e e aaaeeeeeseeans 66
SOMIWAIE ..o 67

Paged of 165

and



ANSA I nstallation and

Operating SYstems Chart.........oooiiiiiiii e 68
[N Y0 Qo =T o) = = PSS 68
PrOCESSONS ...ttt n et e e e e e e e e e 69
oY (o g IV = Vg F= T [T U= o) PSSR 70
UPAALES IMENU ...ttt ettt e e e e e e emmr et ettt e e e e e e e e e e e e s e e e s ammne e e e e s 70
POLICIES ettt ettt et e e e e e e e as 73
VIBWING AGENTS ...ttt e e e e e e s eeerne e 74
AGENE DELAIIS.....ciiieeeeeee e rr e e e e e ————————— 75
AGENT COMMANTAS .. .iiiiii et rree et e e e e e eeebannn e e e e s emnre 76
VINC REMOLE......oeeiiii e e e e e e e smn e 77
PatCh DEPIOYMENL ... ...ttt e e e e e e e 79
ApPly Waiting UPAAtes............oovvvieiiiiiimmreeeeeeiiiise s et s e e e e e e e e e e 81
ADOIING PAtCRES. ... ..o 81
oY (o g I =T 010 1] oo SRR 82
Patch Management REPOILS........ccccuiiiiiiiiiiieeeiiiiii e eeeee e e e e 83
Remote Desktop WeBONNECHION............cceeeiiiiiiiiiiieeee e e eeenees 86
EVENT LOQG SEIINGS. . .ettiiiiiiiiiiiieeee ettt rmmme e e e 88
VIEWING EVENT LOGS......oiiiiiiiiiiiii et e e e e e e s emeeiee s s e e e e e e e e e e e e e eeaananes 89
CUSEAN PACKAGES. ....ciiiiiiieeeeei e eeere e 90
Viewing CUuStomM PacCKages..........uuiiiiiiiii e eeeveeeen e a e e 91
Deleting Custom PacCKageS........ccooviiiiiiiiiiiie e 92
Installing CuStomM PacCKages..........uuuuuiiiiiiii e veeeie e e e 93
Remote DEPIOY FOIUEE..........oiiiiiiiiiee e s 95
REMOLE EXECULE. ... .o e 96
Y=L o L PP UPPTTPPPPR 97
F Y o] o1 Tor=a 0] ST = 11 Vo £SO 97
Add/REMOVE CUSIOM TaAGS ... iiiiiiiieieeieii e e 98
Active Directory Integration with ANSA........ccooooiiiiiiiiiee e, 100
Active Directory DOmMain SEttiNGS. ........uuueeiiiiiiiiiiiieeeieieieeeee e 100
Active DIreCtory SCaNNING...........ooviiiviiiiiiiiimme e e er s 101
ACHIVE DIFECIOIY GIOUPS...ceeieeiiiiiieieee et 102
Remote Deploy SettiNgS.......ccooiiiiiiiiiiiiieeee e e 104
Users- Role Bagd Administration in ANSA.........ciie, 106

F 1] 1Y F= U= To (=] 0 11T o O UPP 109
ASSEL OrganiZALION......ccvvieiieeeeee et 109
10N VZ] o1 o PSPPI 110
0T = o o = SR 114
GUR PatCh REPOSITONY.......cccoiiiieeiiiiieeme et e e e e e e e e e e 116
CHAPTER 4 ANSA EXAMPLES. ... ieeee s eeenan e 118
Remote Deploy Folder (Example #1)........oouuiiiiiiiiiiiiie e 119
Remote Deploy Folder (Example #2)..........ooooriiiiiiiiiiee e, 122
Custom Packages (Example #1)........oiiiiiiiiiiiicn et eeme s 124
Custom Packages (Example #2).........cooiiiiiiiiiieeniiiiieee e 126
CHAPTER 5: ANSA FAQ AND ADDITIONAL RESOU RCES.............coevvinnee 130
Frequently ASked QUESTIONS.........uuuiiiiiiiiiiii et 131

Page5 of 165



ANSA I nstallation and

TroubIESNOOTING......ccoiiiiiieee e e eeanenr s 133
Remote Deployment FAQ.........oooveiiiiiiiii i emrna e e e e e e e 136
Remote Deployment General Troubleshooting..........ccoevvvveeiiicecciciiiiiii e, 137
Agent/Controller CoNNECLioN ISSUES.......cciiiiiiiee e ieieeeie e enee e 139
Firewalls and Security With ANSA........ccoiiiiii e 140
SQL 2005 Express Edition & ANSA.........oooiiieieieieemme e emrnnnnes 141
Microsoft SQL Server Management Studio EXPress...........eeveeiiiiiccceeevevnnnnnnns 155
CHAPTER 6: INDEX ...ittiiiiiiiiiiiiiiee ettt mmne e 162
0 [ SRR 163

Page6 of 165



ANSA I nstallation and U:c

Chapter 1. Overview

Pager of 165



ANSA I nstallati on

The Mechanics of ANSA

The Autonomic Network & Security Administration (ANSA) software is
designed to address operating system and application patch management
issues. Created to pick up where anti-virus software leaves off, ANSA software
allows network administrators to automate the process of identifying and
managing network application security holes that allow viruses or worms to enter
the network. The software checks machines for the presence of security

and

upgrades, fhot fixeso, and service packs.

(depending on how the software is configured) automatically applies them to
machines on the network. Furthermore, ANSA benefits network administrators
because a significant amount of time is saved by allowing the administrator to
automatically download and apply patches to machines from one location (or
terminal). Network administrators can then spend their time on other important
network and system administration duties. As a result, a company can increase
its productivity and reduce its expenses.

ANSA is composed of the following components: the Global Update
Repository, the user interface, the database, the controller, and the agent.

The Global Update Repository or GUR is a hosted solution maintained by
Autonomic Software Inc. It contains:

U A dedicated server that holds the patch and update repository for
ANSA. This repository is maintained by ANSA staff who research
patches for application and operating system software. Patches
are obtained directly from software vendors.

U The scan definitions files for ANSA agents. These files are
downloaded by the controller and subsequently downloaded to
individual agents on demand. Agents use this file to check the
patches installed on their own systems and compare them to the
available patches on the patch repository.

The user interface, the database, and the controller are typically installed
on a single (host) machine. These items contain:

U The user interface manages distribution policies and patch
installation. It also reports patch availability, agent status, agent
location, and machine inventory. The interface is web-based,
which is flexible and allows the systems or network administrator to
access the controller from almost anywhere with an internet
browser.

U The database(SQL Express or SQL) is used to manage the
information sent between the controller and agents.

U The controller, is used to obtain scan definition files as well as
patches from the GUR, and subsequently downloads them to
agents. The controller also coordinates package and patch
installations.
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Note: Inthe event of a network disturbance (such as a power outage), the
agent(s) will be able to resume an installation process. If an agent is unavailable,
the controller will initiate scheduled patch installation when the agent becomes
available

The agent is an application that is installed on remote machines. It
communicates software and hardware information to the controller and executes
software patch installation. On a Windows-based workstation (which supports
services), the agent is installed as a service. On other operating systems, it is
installed as a single executable. The agent communicates the following
information to the controller:

U Initial and ongoing operating system and application software patch

information.
U Initial and ongoing asset information (i.e. software installed,
hardware information, etc.) on

U The controller will command the agent to perform various tasks (i.e.
updating scan definition files, applying patches, quarantine, etc.),
and the agent will reply to the controller with status of the request
(i.e. passffail).

SSL Certificates and Encryption for ANSA

Autonomic Software houses a global update repns{(GUR) of patches. This

n and Us:s

t he age

is

the central location that the ANSA controller communicates with to retrieve patches and
conduct registration of the software. Currently, all communication is processed HTTPS

on Port 443. In the past, Autonomic Softwaredutbee standard and nemcrypted Port
80.

In previous editions of the ANSA Ul and the controller config.xml file, the URL

to communicate with the GUR was:

http:// 64.71.138.146 or http:// 64.71.138.146:81

Autonomic Software is now using secure sodigering (SSL) for communication
between the ANSA Ul and/or controller and the GUR. The URL is:

https://www.autonomicsoftwaregur.com

This URL will fall under the default port of 443. We do not needpecify the port
number because we use the prefix of
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The Secure Sockets Lay&SL) is a commonhused protocol for managing the
security of a message transmission on the Internet. SSL uses a program layer locate
between the Internet's Hypertext Transfer Protocol (HTTP) and Transport Control
Protocol (TCP) layers. SSL is included as part of both the Microsoft and Netscape
browsers and most Web server products. Developed by Netscape, SSL also gained the
support ofMicrosoft and other Internet client/server developers as well and became the
de facto standard until evolving into Transport Layer Security. The "sockets" part of the
term refers to the sockets method of passing data back and forth between a client and a
server program in a network or between program layers in the same computer. SSL uses
the publicandprivate key encryption system from RSA, which also includes the use of a
digital certificate.

The diagram below outlines an initiated SSL conversationdsstwlient and
server.
In this case, the client would be your controller and/or user interface. The server would
be the GUR.

The server holds the SSL certificate. The client holds keys that enable it to be a
trusted source to communicate with the servidne server knows what the keys are and
will accept the encrypted keys from the client and compare to what the server has. Once
the server compares keys and accepts the client keys, further communication is granted.
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SSL Client SSL Server 2
=
[ Client Hello
| want 1o establish secure connection. | support
<this> version of SSL and <these> ciphers ( Server Hello R
<€ Ok, | initially accept request. | have chosen <this>
2 version of SSL and <this> cipher suite
4—( Server's Certificate (optional) J
~ R
Server Key Exchange (optional)
| Here is my public key (if | don't have certificate) J
Client Certificate Request (optional)
- | want to authenticate you. Send me
your certificate signed by <this> CA
_ J
<—( Server Hello Done )
( Client’s Certificate (optional) o
( Client Key Exchange i)
I am sending you more parameters. —>
L | will encrypt them by your public key. )
fi Certificate Verify (optional) )
| will sign some information by using private key >
that corresponds to my certificate. Thus, you can
be sure that | am the owner of the certificate 4
ﬁ ~
Change Cipher Spec
{} The next message from me will be encrypted
( Client Finished (encrypted) )—>
Change Cipher Spec
The next message from me will be encrypted
«{ Server Finished (encrypted) )
( Application’s data (encrypted) H Application’s data (encrypted) J v
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Chapter 2: Installation
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Pre-Install Information

You should install IS & .Net Framework 1.1 prior if your computer is Windows
2003. The ANSA installer will download and install for you the following prior to
installing the ANSA software:
0 Windows Installer 3.1 (if needed)
.Net Framework 1.1 if undetected
.Net Framework 2.0
SQL 2005 Express edition (if NO prior SQL version is installed)
MDAC 2.8 (if needed
IE 6.0 (if needed)

[ - enHEN anHEN anHEN et

Installation Requirements

Software Requirements

Controller:
The ANSA controller is designed to run on one of the following operating
systems:
U Windows 2000 Server (with Service Pack 4)
U0 Windows 2003 Server (with Service Pack 1)
U Windows XP Professional (with Service Pack 2) (some connection
limitations may apply)

The ANSA user interface and database requires the following:

U Internet Information Services (lIS) Version 5.0 for Windows 2000 or
Version 6.0 for Windows XP or 2003
Microsoft SQL 2000 (any edition)
Microsoft SQL 2005 (any edition) with .NET Framework 2.0
Microsoft .NET Framework 1.1
Remote Desktop (see Agent note below)

c-CcC-CcCC:

Miscellaneous Requirements (depending on your operating system)
U MDAC 2.8 (for Windows 2000 SP4 and you install SQL 2005)
U IE 6.0 (used for the ANSA Ul)
U0 Windows Installer 3.1 (used on Windows 2000 SP4 if you install SQL
2005)

Note: You can download all the required software here if you choose to:
http://www.autonomicsoftwaregur.com/redist/

Agent:
Remote Desktop must be enabled in order to control the agent machine from the
user interface.
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Hardware Requirements

Controller
The ANSA controller has the following suggested minimum hardware
requirements:

U 1 GHz processor

U 256 MB RAM

U 10 GB of hard drive space

The ANSA controller is suggested to run on the following hardware
specifications:

U 2 GHz processor or faster

U 512MB or more RAM

U 20 GB or more available hard drive

Agent

The ANSA agent requires an initial 4 MB of hard drive space for
installation. Additional space is required for downloading and installing
software patches, however, this space can be managed. For example, the
agent can be configured to delete the installation files after an update is
installed.

The ANSA controller requires a static IP address. This will be used in
configuration files for both the controller and installed agent(s).

The controller and user interface require Internet access. Some parts of the
controller and user interface communicate via the HTTPS protocol.

SQL must be installed with Mixed Mode Authentication. If it was installed with

only Windows Authentication, this can be changed through Enterprise Manager.

The server engine must be restarted if you make changes to SQL. Additionally,

database passwords CANNOT contain special characters (tokens): !, @, <, >,

&, $, or f. We use an XML parser that wild.l
misinterpreted). The ANSA database creates a new user (and password)

specifically designed for the ANSA database only.

For the ANSA agent deployment, you will need either domain administrator rights
or local administrator rights on the destination machine in order to deploy the
ANSA agent to Windows machines. The evaluation version allows deployment
ONLY to the following Windows OS versions: Windows 2000 (all), Windows
2003 (all), and Windows XP (all). Other OS types (Windows 98, Windows NT4,
Solaris, Macintosh, and Linux) require a different agent and deployment
methodology.
Agent deployment does not work in the following scenarios:

¢ File and print sharing disabled
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e Personal firewall (Windows) activated

¢ Credentials supplied in agent deploy do not allow access to C$ on agent
machine

¢ Credentials supplied in agent deploy do not allow local admin rights
On SP2 machines, firewall is enabled

Autonomic Software technical support can assist you in the install where needed,
either through remote desktop access, Virtual Private Network Connection, VNC

Remote Control, WebEx Session sharing, or any other means through which you
can allow/share desktop access to the machine onto which the ANSA product will
be installed.

Getting Started

Your account representative will have provided you with a URL to download the
ANSA software installer. The setup program will run through prerequisite checks
prior to installing the ANSA software. Please not the requirements above. The
installation file is approximately 45mb. Autonomic Software also provides a
generic installer that does not conduct prerequisite checks and does not install
the ANSA database during the software installation. This installer is used if are
you going to install the ANSA database manually or you run your DBMS on a
separate computer, and not the computer you are installing the ANSA software
on.

See screen shots below for AFTER all perquisites are meet and the ANSA
software is ready for installation:

Click on the Next Button. Read the license agreement, and if you
accept the terms, click on the first radio
button. Then ctik the next button.
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