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Chapter 1: Overview 
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The Mechanics of ANSA 
 

The Autonomic Network & Security Administration (ANSA) software is 
designed to address operating system and application patch management 
issues.  Created to pick up where anti-virus software leaves off, ANSA software 
allows network administrators to automate the process of identifying and 
managing network application security holes that allow viruses or worms to enter 
the network.  The software checks machines for the presence of security 
upgrades, ñhot fixesò, and service packs.  If absent, it retrieves these patches and 
(depending on how the software is configured) automatically applies them to 
machines on the network.  Furthermore, ANSA benefits network administrators 
because a significant amount of time is saved by allowing the administrator to 
automatically download and apply patches to machines from one location (or 
terminal).  Network administrators can then spend their time on other important 
network and system administration duties.  As a result, a company can increase 
its productivity and reduce its expenses. 

 
ANSA is composed of the following components: the Global Update 

Repository, the user interface, the database, the controller, and the agent. 
 
The Global Update Repository or GUR is a hosted solution maintained by 

Autonomic Software Inc.  It contains: 
ü A dedicated server that holds the patch and update repository for 

ANSA.  This repository is maintained by ANSA staff who research 
patches for application and operating system software.  Patches 
are obtained directly from software vendors. 

ü The scan definitions files for ANSA agents.  These files are 
downloaded by the controller and subsequently downloaded to 
individual agents on demand.  Agents use this file to check the 
patches installed on their own systems and compare them to the 
available patches on the patch repository. 

 
The user interface, the database, and the controller are typically installed 

on a single (host) machine.  These items contain: 
ü The user interface manages distribution policies and patch 

installation.  It also reports patch availability, agent status, agent 
location, and machine inventory.  The interface is web-based, 
which is flexible and allows the systems or network administrator to 
access the controller from almost anywhere with an internet 
browser. 

ü The database(SQL Express or SQL) is used to manage the 
information sent between the controller and agents. 

ü The controller, is used to obtain scan definition files as well as 
patches from the GUR, and subsequently downloads them to 
agents.  The controller also coordinates package and patch 
installations. 
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Note:  In the event of a network disturbance (such as a power outage), the 
agent(s) will be able to resume an installation process.  If an agent is unavailable, 
the controller will initiate scheduled patch installation when the agent becomes 
available 
 

The agent is an application that is installed on remote machines.  It 
communicates software and hardware information to the controller and executes 
software patch installation.  On a Windows-based workstation (which supports 
services), the agent is installed as a service.  On other operating systems, it is 
installed as a single executable.  The agent communicates the following 
information to the controller: 

ü Initial and ongoing operating system and application software patch 
information. 

ü Initial and ongoing asset information (i.e. software installed, 
hardware information, etc.) on the agentôs computer. 

ü The controller will command the agent to perform various tasks (i.e. 
updating scan definition files, applying patches, quarantine, etc.), 
and the agent will reply to the controller with status of the request 
(i.e. pass/fail). 

 

 

SSL Certificates and Encryption for ANSA 

 

Autonomic Software houses a global update repository (GUR) of patches.  This is 

the central location that the ANSA controller communicates with to retrieve patches and 

conduct registration of the software.  Currently, all communication is processed HTTPS 

on Port 443.  In the past, Autonomic Software used the standard and non-encrypted Port 

80. 

 

In previous editions of the ANSA UI and the controller config.xml file, the URL 

to communicate with the GUR was: 

 

 http:// 64.71.138.146 or http:// 64.71.138.146:81 

 

 

Autonomic Software is now using secure socket layering (SSL) for communication 

between the ANSA UI and/or controller and the GUR.  The URL is: 

 

 https://www.autonomicsoftwaregur.com 

 

This URL will fall under the default port of 443.  We do not need to specify the port 

number because we use the prefix of ñhttps.ò   

 

https://www.autonomicsoftwaregur.com/
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The Secure Sockets Layer (SSL) is a commonly-used protocol for managing the 

security of a message transmission on the Internet. SSL uses a program layer located 

between the Internet's Hypertext Transfer Protocol (HTTP) and Transport Control 

Protocol (TCP) layers. SSL is included as part of both the Microsoft and Netscape 

browsers and most Web server products. Developed by Netscape, SSL also gained the 

support of Microsoft and other Internet client/server developers as well and became the 

de facto standard until evolving into Transport Layer Security. The "sockets" part of the 

term refers to the sockets method of passing data back and forth between a client and a 

server program in a network or between program layers in the same computer. SSL uses 

the public-and-private key encryption system from RSA, which also includes the use of a 

digital certificate. 

 

The diagram below outlines an initiated SSL conversation between client and 

server. 

In this case, the client would be your controller and/or user interface.  The server would 

be the GUR. 

 

The server holds the SSL certificate.  The client holds keys that enable it to be a 

trusted source to communicate with the server.  The server knows what the keys are and 

will accept the encrypted keys from the client and compare to what the server has.  Once 

the server compares keys and accepts the client keys, further communication is granted. 
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Chapter 2: Installation 
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Pre-Install Information 
 
You should install IIS & .Net Framework 1.1 prior if your computer is Windows 
2003.  The ANSA installer will download and install for you the following prior to 
installing the ANSA software: 
ü Windows Installer 3.1 (if needed) 
ü .Net Framework 1.1 if undetected 
ü .Net Framework 2.0 
ü SQL 2005 Express edition (if NO prior SQL version is installed) 
ü MDAC 2.8 (if needed 
ü IE 6.0 (if needed) 

 
Installation Requirements 
 

Software Requirements 

Controller: 
The ANSA controller is designed to run on one of the following operating 
systems:   

ü Windows 2000 Server (with Service Pack 4) 
ü Windows 2003 Server (with Service Pack 1) 
ü Windows XP Professional (with Service Pack 2) (some connection 

limitations may apply) 
 

The ANSA user interface and database requires the following:  
ü Internet Information Services (IIS) Version 5.0 for Windows 2000 or 

Version 6.0 for Windows XP or 2003  
ü Microsoft SQL 2000 (any edition) 
ü Microsoft SQL 2005 (any edition) with .NET Framework 2.0 
ü Microsoft .NET Framework 1.1 
ü Remote Desktop (see Agent note below) 

 
Miscellaneous Requirements (depending on your operating system) 

ü MDAC 2.8 (for Windows 2000 SP4 and you install SQL 2005) 
ü IE 6.0 (used for the ANSA UI) 
ü Windows Installer 3.1 (used on Windows 2000 SP4 if you install SQL 

2005) 
 
Note: You can download all the required software here if you choose to: 
http://www.autonomicsoftwaregur.com/redist/ 
  
Agent: 
Remote Desktop must be enabled in order to control the agent machine from the 
user interface. 

http://www.autonomicsoftwaregur.com/redist/
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Hardware Requirements 

Controller 
The ANSA controller has the following suggested minimum hardware 
requirements: 

ü 1 GHz processor 
ü 256 MB RAM 
ü 10 GB of hard drive space 

 
The ANSA controller is suggested to run on the following hardware 
specifications: 

ü 2 GHz processor or faster 
ü 512MB or more RAM 
ü 20 GB or more available hard drive  
 

 Agent 
The ANSA agent requires an initial 4 MB of hard drive space for 
installation. Additional space is required for downloading and installing 
software patches, however, this space can be managed. For example, the 
agent can be configured to delete the installation files after an update is 
installed. 

 

The ANSA controller requires a static IP address.  This will be used in 
configuration files for both the controller and installed agent(s). 
 

The controller and user interface require Internet access.  Some parts of the 
controller and user interface communicate via the HTTPS protocol. 
 

SQL must be installed with Mixed Mode Authentication.  If it was installed with 
only Windows Authentication, this can be changed through Enterprise Manager.  
The server engine must be restarted if you make changes to SQL.  Additionally, 
database passwords CANNOT contain special characters (tokens):  !, @,  <, >, 
&, $, or ñ.  We use an XML parser that will not handle these well (they will be 
misinterpreted).  The ANSA database creates a new user (and password) 
specifically designed for the ANSA database only. 
 

For the ANSA agent deployment, you will need either domain administrator rights 
or local administrator rights on the destination machine in order to deploy the 
ANSA agent to Windows machines.  The evaluation version allows deployment 
ONLY to the following Windows OS versions:  Windows 2000 (all), Windows 
2003 (all), and Windows XP (all).  Other OS types (Windows 98, Windows NT4, 
Solaris, Macintosh, and Linux) require a different agent and deployment 
methodology. 
Agent deployment does not work in the following scenarios: 

 File and print sharing disabled 
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 Personal firewall (Windows) activated 

 Credentials supplied in agent deploy do not allow access to C$ on agent 
machine 

 Credentials supplied in agent deploy do not allow local admin rights 

 On SP2 machines, firewall is enabled 
 

Autonomic Software technical support can assist you in the install where needed, 
either through remote desktop access, Virtual Private Network Connection, VNC 
Remote Control, WebEx Session sharing, or any other means through which you 
can allow/share desktop access to the machine onto which the ANSA product will 
be installed. 
 

Getting Started 
 
Your account representative will have provided you with a URL to download the 
ANSA software installer.  The setup program will run through prerequisite checks 
prior to installing the ANSA software.  Please not the requirements above.  The 
installation file is approximately 45mb.  Autonomic Software also provides a 
generic installer that does not conduct prerequisite checks and does not install 
the ANSA database during the software installation.  This installer is used if are 
you going to install the ANSA database manually or you run your DBMS on a 
separate computer, and not the computer you are installing the ANSA software 
on. 
 
See screen shots below for AFTER all perquisites are meet and the ANSA 
software is ready for installation: 
 

  
 

Click on the Next Button. 

 

Read the license agreement, and if you 

accept the terms, click on the first radio 

button. Then click the next button. 

 


